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he purpose of security?
@perate accordingly

Being properly positioned to have security
contribute to the success, resilience

and agility of company/
society

Nhe purpose of security?

Ihe purpose ofi security?
SUpporting the business
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proof?

What was

Reactive

After-the-fact executor

Business preventer

Cost center

Skill set focused on security issues
Security jargon

Silos

Security for security’s sake
Focused on operations, not people
People just like me

e.emde@planet.nl
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Security competence

ompetencies

prioritie

compliancs

Security Innovation?

Whatis

Pro-active

Avoice in strategy

Business enabler

Value add

Business acumen
Communicator/business language
Network builder

Integrated with the business
Personnel developer/manager
Diversity of thought and skills




Presentation hand-outs Eduard J. Emde, CPP CISSP 11/10/2015

Mheintegrated, connected VUCA world

is flat

The only constant is change

Changing threat scenarios e Harunites

BRNGING CIVILIZATION 3’0 s KNEES...
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Business opportunities,
security challenges

An environment of uncertainty and
ambiguity

INTERCEFTED EVIDENCE DEAMLED “TO0 VAGE™
YO WARRANT RALIED ALERT LEvVE L

Enabling business innovations to be
secure or even lead the innovation

Challenge: incidents and damage are

often invisible
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HUFFISON NEVER DISCOVERT D THE SOURCE
OF SEORITY LEALS WITHIN HIS COMPANY
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Challenge: the human factor
“THEM”

you mind? It's private. ™
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Mhe challenge remains: Striking a
balance
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Mhe challenge remains: Striking a Challenge: day to day workload,
balance operational distractions, fire-fighting
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Challenge: perceptions Challenge: perceptions

Proper execution and A situation
operational excellence perceived as real
is expected of support is real

functions including
security

in its consequences

Teebt o e eI by Senry thene,
AR I PA SRty P RD R rAr.

Eonvergence of risks, security and L Putlre ey
thinking direction for innevation?

e Complexity of the business
requirements, threats

* Need for organisational resilience

e Assurance to show compliance

e Early warning and intelligence
based security

e Better incident response & crisis
management

® Fusion of security systems,
technologies: effect on human

factor
* Integrated, converged, risk
based, approach to security Tm looking v @ sensa ol sacutly and
o of et s 4 shontenca-Operidad
e Development & use of standards [T R —
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Innovating ourselves?

Competency development

e Itis a lot about us T ﬁ“"
® Our frames of reference S

Security Innovation to deal with...

Cybersecurity, crime, mobile
technology, natural disasters,
and globalization were the biggest
security risks anticipated in the
next five years,

i

® Being prepared and
equipped as practitioners to
adapt, develop, learn and
lead. Converge ourselves

* Team set-up and diversity

® Engage talent from new
generations o -

® Innovating security W's ttied ‘Art Thie! ™

Ve

Security practitioners \Where s change and innovation

Campetency development needed?

Decision making, oral
communication, critical thinking,
maximizing others’ performance,
and persuasive influencing were
the highest-ranked competencies for
tomorrow's security praofessionals.
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Securit%/ practitioners
0

ready for the future?

Skill set of the future?

'Mo(t ow d of uocutny."

Eduard J. Emde, CPP, CISSP

Past President & Chairman of the Board
AS|S International

Twitter: @eduardemde

e.emde@planet.nl
The Netherlands

* Relationship Manager

* Executive Management
& Leadership

® Subject Matter Expert

* Governance Team
Member

® Risk Manager

e Strategist

® Creative Problem

| You made more profitx Saen I 6k Yas won mons
Solver \mparta castormers thas 1 84, Yok knaw mech
mere aboen wocks thae 1 do. You re fieed.

Skill set

Relationship Manager

Develops, influences and
nurtures trust-based
relationships with
business unit leaders,
government officials
and professional
organisations. Acts as a
consultant to all
organisational clients.

e.emde@planet.nl
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Skill set

Executive Management &

11/10/2015

Skill set

Subject Matter Expert

Leadership

Builds, motivates and
leads a professional
team attuned to
organisational culture,
responsive to business
needs and committed to
integrity and excellence

AN s 4 e iy 1 i . #unl

clor o i pe

Skill set

Governance Team
Member

Provides intellectual
leadership and active
support to the
organisation’s
governance team to
ensure risks are made
known to senior
management and the
board
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Provides or sees to
the provision of
technical expertise
appropriate to
knowledge of risk
and the cost-
effective delivery of
essential security
services

yierinona

Skill set

Risk Manager

Identifies, analyses
and communicates
on business and
security related risks
to the organisation

e.emde@planet.nl

“If we succeed it will mean massive profits and if
we fail probably 800 hours of Community Service.”
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Skill set Skill set

Strategist Creative Problem Solver

Aids competitiveness and
adds value by enabling
the organisation to
engage in business
processes to mitigate
risk. Acts as a positive

Develops global

security strategy -
keyed to likely risks
and in collaboration
with organisation’s [N

stakeholders change agent on behalf
of organisational
protection.
“Sortvegs Corme Lp 1N ) coveend
0 SOty QNS Randock.
——
SECURITY ACCOUNTABILITIES AND RESPONSIBILITIES SECURITY IN PROJECTS

Group
Al raealicayrdis
(Group Security Standards and
i A e e
compliance through the Group Annual
Assurance Process. Providing advice fo
businesses.

BUsiness
Implementing Group Security Standards
and Manual. Ensuring line
management responsibility.

« Threat Assessment
« Expert Security Advice & Support
« Policy & Standards

Gountry Chair
Ensuring compliance with the Group
Security Standards and Manual.
CO"'."C'A.W"}‘ government authorities. investigation and reporting. Periodic
Monitoring and mitigating risk using e et by ey
established tools and templates measures. Providing security assurance.
(CSTA/CSP)

Business Unit
Asset protection. Site security risk
assessments and plans. Incident

Overall accountability for Security Management sits with the business

‘Copprightof shel nerotionol Novenber 2015 E Copyrightofshelernational W
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INTERMATIONAL

Eduard J. Emde, CPP, CISSP

Past Presicdent & Chairman of the Baard
ASIS International

Twitier: @eduardemde

e.emde@planet.nl
The Metherlands
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